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Katherine Vander

T

Sent: 05 March 2008 11:02
To: Katherine Vander

| R

Subject: RE: Phorm and targeted online advertising

K.atherims

The BT Webwise service (as the BT service will be called in which we use the Phorm software and Phorm's
services) will be trialled from 12th March to 16 April in the Kingston area. We will be targeting around 25.000
BT Eroadband customers with the aim of getting 10,000 signed up users of the BT Webwise service,

The way in which we target the customers will be way of an intersfitial that will pop-up the first time {on or after
12 March) that they use their browser. The interstitial will give them information about the service, tell them
about the new ts and cs and privacy policy that will apply if they elect o use the service and ask them to click
yes or no to indicate their choice. | attach a copy of this “invitation interstitial” (this page is still being worked
on, for example the “please note..." wording at the bottom will be moved above the buttons, but in general
this will the page)

Only customers who elect to go on the service will be provided with targeted advertising and it's only those
customers whose web searching will be profiled. Nothing will change to the way the BT Broadband service is
provided today to those customers who do not wish to join the trial,

During this trail we will be assessing its success. Dependant on that we will work towards a wider roll-out of
the service after the trial. The business is still reviewing the ways in which to undertake this wider roll-out and
| will let you know more about that when | have the detail

Please let me know if you have any questions.

Kind regards,

From: Katherine Vander [mailto Katherine.Vandergico.osi gov. ukl

Sent: 03 March 2008 18;

I would be grateful for your help with some information as a follow up from our meeting.

When we met you mentioned that BT were going to trial a targeted online advertising product. We have also
now spoken to Phorm (who | understand are the company invelved) about their product.

You may be aware that there is currently quite a lot of interest in the privacy implications of this product and
we are now receiving a significant number of enguiries from people about it. In light of this it would be very
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helpful if you could confirm when your frial is due to commence (I think you mentioned a timescale in the
meeting but unfortunately | have not got a note of it), and when you intend to contact customers involved in
the trial about it?

I am happy to discuss this on the phone tomerrow if that is easiest for you (01625 545843)
Many thanks for your halp
HKatherine

Katherine Yander
Casework and Advice Manager

If you are not the intended recipient of this e-mail {and any attachment), please inform the sender by return e-
mail and destroy all copies. Unauthorised access, use, disclosure, storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be inlercepted and read by someone else.
Therefore we strongly advise you not to e-mail any infermation which if disclosed to unrelated third parties
would be likely to cause you distress If you have an enquiry of this nature please provide a postal address to
allow us to communicate with you in a more secure way. If you want us to respond by e-mail you must realise
that there can be no guarantee of privacy.

Any e-mail including its content may be monitored and used by the Information Commissioner's Office for
reasons of security and for menitoring internal compliance with the office policy on staff use. This includes the
content of e-mails. E-mail monitoring / blocking software may also be used. Please be aware that you have a
responsibility to ensure that any e-mail you write or forward is within the bounds of the law.

The Information Commissioner's office cannot guarantee that this message or any attachment is virus free or
has not been intercepted and amended and you should perform your own virus checks.

hitp:fwww.ico.gov.uk or e-mail: mail@ico.gsi.gov.uk

Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 SAF

Tel: G625 545 700 Fax: 01625 524 510

The original of this email was scanned for viruses by the Government Secure Intranet virus scanning
service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM Certificate Number
2007/11/0032.) On leaving the GSi this email was certified virus free.

Communications via the GSi may be automatically logged, monitored and/or recorded for legal

purposes.
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Katherine Vander { ] &/

=y

From: Katherine Vander
Sent: 17 March 2008 14:11

- TR

Subject: Update on BT webwise

Apologies for contacting you again about this issue.

As you will be aware there has been an increasing level of public/media interest in Pharm and their product
and we are still getting a large number of concems ralsed with us about various issues connected with it We
appreciate that some of the concem is based on a lack of awareness about the basis on which ISF's will be
using it, however we are also receiving a significant number of very technical queries from individuals, and

guenes from those who are simply concerned about the way this product operates and the involvement of
Phearm.

| assume that BT will have received some queries directly and that you will also be aware of the press
interest. We would be interested to know whether you are receiving feedback directly from customers about
your trnal (and what the nature of this feedback is) and whether BT are considering making any changes to
your plansftimescales for continuing the trial and the roll out of this product on a wider scale in light of the
interest/concern’?

Many thanks
Katherine

Katherine Vander
Casework and Advice Manager

19/06/2008




Katherine Vander

From:
Sent: 18 March 2008 18:08
To: Katherine Vander

Cc: P
Subject: RE: Update on BT webwise

Katherine

No apologies necessary, Indeed, | should apologise to you for failing to keep you up to date. Things are
moving so fast though, it is hard to keep up

We have had to postpone the launch of the trial. As a result we do not have any live customers on the service
at the moment. It now looks like the trial will commence in the first week of April. The trial will take place in the
manner | detailed in my mail to you earlier this menth, Also, it is still the plan to assess the frial before
deciding how to roll the service out to a wider customer base, As per my earlier mail, | shall let you have the
detall of the wider roll-out the moment | have it

Although the trial has not launched we too have had a number of quernies from our customers. Even now,
before tral commencement, we are taking note of the nature of the queries in our contemplation of how to roll
the senvice out post trial,

So we can have a complete idea of the interest the service has attracted. could you ket me know how many
quernes you have received from individuals relating to the Phorm service?

Let us know if you would like{iiiililiJnd | to come up 1o to see you to go through the details of the service with
you (perhaps once we have launched the trial). If you would like us to do so, we suggest we bring a member
of the BT Webwise project team with us.

kind regards,

E—
< el

From: Katherine Vander [mailto:Ki
Sent: 17 March 2008 14:11
To:

Subject: Update on BT webwise

Apologies for contacting you again about this issue.

As you will be aware there has been an increasing level of public/media interest in Phorm and their product
and we are still getting a large number of concerns raised with us about various issues connected with it. We
appreciate that some of the concem is based on a lack of awareness about the basis on which ISP's will be
using it, however we are also receiving a significant number of very technical queries from individuals, and
gueries from those who are simply concemed about the way this product operates and the involvement of
Phorm.
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| assume that BT will have received some queries directly and that you will also be aware of the press
interest. We would be interested to know whether you are receiving feedback directly from customers about
your trial {and what the nature of this feedback is) and whether BT are congidering making any changes fo
your plansftimescales for continuing the trial and the roll out of this product on a wider scale in light of the
interesticoncem’y

Many thanks
Katherina
Eatherine Vander

Casework and Advice Manager
01625 545843 |

If you are not the intended reciplent of this e-mail (and any attachment), please inform the sender by return e-
mail and destroy all copies. Unauthorised access, use, disclosure, storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepted and read by someone alse.
Therefore we strongly advise you not to e-mail any information which if disclosed to unrelated third parties
would be likely to cause you distress If you have an enquiry of this nature please provide a postal address to
allow us to communicate with you in a more secure way. If you want us to respond by e-mail you must realise
that there can be no guarantee of privacy.

Any e-mail including its content may be monitored and used by the Information Commissioner's Office for
reasons of security and for monitoring internal compliance with the office palicy on staff use. This includes the
content of e-mails. E-mail monitoring / blocking software may also be used. Please be aware that you have a
responsibility to ensure that any e-mail you write or forward is within the bounds of the law.

The Information Commissioner's office cannot guarantea that this message or any attachment is virus free or
has not been intercepted and amended and you should perform your own virus checks.

hittp:/hwww.ico. gov.uk or e-mail: maik@ico.gsi.gov.uk

Information Commissioner's Office, Wyclifie House, Water Lane, Wilmslow, Cheshire, SK9 SAF

Tek 01625 545 700 Fax; 01625 524 510

The original of this email was scanned for viruses by the Government Secure Intranet virus scanning
service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM Certificate Number
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Katherine Vander

From: Katherine Vander
Sent: 19 March 2008 18:35

 SSERTH
Subject: RE: Update on BT webwise
S
Many thanks for getting back to me. | have not got a specific number for written complaints yat as we have
unfortunately got substantial administration backlogs, however our helpline have reported 15+ calls a day
about it over the last 2-3 weeks so it is a significant issue in terms of volume for us {especially as that is based
simply on media reports)

We are speaking to Phorm again tomorrow so hopefully will be in @ position to update you after that. Thank
you for your offer to come up here again. We'll let you know if that seams likely to be necessary.

Kind regards
Katherine

Katherine Vander
Casework and Advice Manager

--—-0riginal Message-----

e s
Sent: 18 March 2008 18:08
To: Katherine Vander
Cc

Subject: RE: Update on BT webwise

Katherina

Mo apologies necessary. Indeed, | should apologise to you for failing to keep you up to date. Things
are maving so fast though, it is hard to keep up.

We have had to postpone the launch of the trial. As a result we do not have any live customears on the
service at the moment. It now looks like the trial will commence in the first week of April. The trial will
take place in the manner | detailed in my mail to you earlier this month. Also, It is still the plan to
assess the trial before deciding how to roll the service out to a wider customer base. As per my earlier
mail, | shall let you have the detail of the wider roll-out the moment | have it.

Although the trial has not launched we oo have had a number of queries from our customers. Even
now. befora trial commencement, we are taking note of the nature of the querias in our contemplation
of how to rofl the service out post trial.

So we can have a complete idea of the interest the servica has attracted, could you let me know how
many queries you have received from individuals relating to the Phorm service?

Let us know if you would Iiluund | to come up to to see you to go through the details of the
service with you (perhaps once we have launched the trial). If you would like us o do so, we suggesl
we bring a member of the BT Webwise project team with us

kind regards,

19/06/2008




Phorm update

&
Katherine Vander

From: (S

Sent: 27 March 2008 1642

To: _ Phil Jones; (I

Ce: Katherine Vander; Lee Taylor
Subject: RE: Phorm update

-..\. |l

Yes, this is QK

----- iginal Message--—--
oo ————

Sent: 27 March 2008 16:10

To: Phil Jones
Katherine Vander; Lee Taylor

Subject: RE: Phorm update

Dear Phil,

Thanks for this

We have a siot for tomorrow, | hope this still works - tomorrow. Fri 28 at 3 15pm.
Iz this ok?

Thanks,

Please find the conference call details below for your call tomorrow at 3.15pm.

20/06/2008
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From: Phil Jones [mailto:Phil. Jones@ico.gsi.gov.uk]

Sent: 27 March 2008 15:25
Tod

Katherine Vander; Lee Taylor
Subject: RE: Phorm update

Thanks for this. As you know we were interested to know how things went with

before responding to FIPR's open letter which we will do next week. We also have queries from some
MPs to respond to,

We would certainly be interested in Phorm'’s detailed comments on the FIPR letter/assertions,
including the question of whether the fact that participating ISPs apparently copy and profile the url
and content of the web pages their subscribers are accessing (presumably viewing the content
marginally before the subseriber) - and share some of that info with Phaorm {albeit that Phorm retain
litthe: of the info other than fleetingly) - constitutes an interception within the meaning of RIPA. We are
not experts in the interpretation of RIPA but understand that Phorm spoke lo“l the
Home Office about this matter

Best Wishes

Fhil

If you are not the intended recipient of this e-mail (and any attachment), please
inform the sender by return e-mail and destroy all copies. Unauthorised access, use,
disclosure, storage or copying is not permitted.

‘Communication by Internet e-mail is not secure as messages can be intercepted and
‘read by someone else. Therefore we strongly advise you not to e-mail any

-information which if disclosed to unrelated third parties would be likely to cause you
distress If you have an enquiry of this nature please provide a postal address to
allow us to communicate with you in a more secure way. If you want us to respond
by e-mail you must realise that there can be no guarantee of privacy.

-Any e-mail including its content may be monitored and used by the Information
Commissioner's Office for reasons of security and for monitering internal compliance
with the office policy on staff use. This includes the content of e-mails. E-mail

20/06/2008
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monitoring / blocking software may also be used. Please be aware that you have a
responsibility to ensure that any e-mail you write or forward is within the bounds of
the law.

The Information Commissioner's office cannot guarantee that this message or any
attachment is virus free or has not been intercepted and amended and you should
perform your own virus checks.

http:/fwww.ico.gov.uk or e-mail: mail@ ico.gsi.gov.uk

Information Commissioner's Office, Wyclifie House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

Tel: 01625 545 700 Fax: 01625 524 510

—==Uriginal e
Fmﬂ“
Sent: 27 March 2008 14:37 :

To: Phil Jones
Co:/(NNIN itherine Vander; Lee Taylor
Subject: RE: Phorm update

Dear Phil

Many thanks for being available tomommow.

We are in touch with4giliilloffice and will come back to you asap, hopefully with a siot that
suits.

| know from speaking to Phorm that the meeting with the ORG was a positive one, and

Phorm'’s strategy of being extremely open with everyone impresses even those who are
initially & bit hostile!

As well as?mm the Dﬂﬁmc'-s there, and he seemed satisfied with the
level of detail they went into on of the nical issues v~ update you on the call,
but | thought you might find that useful in advance.

Their determination to be totally open and positively engage is even Impressing critics, it
SEEMmS.

Best wishes and | will come back to YOUu S00n,

200062008
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From: Phil Jones [mailto:Phil Jones@ico.gsi.gov.uk]
Sent: 27 March 2008 14:09

To:
Ce
Subject: RE: Phorm

atherine Vander; Lee Taylor
update

Thanks far this. Happy o speak. It would be useful for us.

20/06/2008

I'm available between 1215 & 1400 & between 1515 &1600. Any good?

Fhil

If you are not the intended recipient of this e-mail (and any attachment),
please inform the sender by return e-mail and destroy all copies.
Unauthorised access, use, disclosure, storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be
intercepted and read by someone else. Therefore we strongly advise you not
to e-mail any information which if disclosed to unrelated third parties would be
likely to cause you distress If you have an enquiry of this nature please
provide a postal address to allow us to communicate with you in a more
secure way. If you want us to respond by e-mail you must realise that there
can be no guarantee of privacy.

Any e-mail including its content may be monitored and used by the
Information Commissioner's Office for reasons of security and for monitoring
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“internal compliance with the office policy on staff use. This includes the

content of e-mails. E-mail monitoring / blocking software may also be used.
Please be aware that you have a responsibility to ensure that any e-mail you
write or forward is within the bounds of the law.

The Information Commissioner's office cannot guarantee that this message or
any attachment is virus free or has not been intercepted and amended and
you should perform your own virus checks.

H

hitp:/’www.ico_gov, uk or e-mail: mail@ico.gsi.gov.uk

Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

Tel: 01625 545 700 Fax: 01625 524 510

--—-Original Message-—-—
B
Sant: 27 March 2008 12:38

To: Phil Jones

Subject: Phorm update

Dear Phil

| hope you're well,

Following on from Phorm's meeting with the ORG yesterday, would it be possible to
arrange a quick conference call - say for just 10 minutes - so they are able 1o update
you on how the meeting went?

Would you be free perhaps tomormow? And like | say, it would just be a quick call.
Please let me know.

Best wishes,
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PR Week Awards 2007
Winner Best Financial Campaign (for the secand year running)
Highly Commended for Best City Campaign

VirusChecked for | TESEMENTRGET

This email was received from the INTERNET and scanned by the
Government Secure Intranet anti-virus service supplied by Cable& Wireless in
partnership with MessageLabs. (CCTM Certificate Number 2007/11/0032.) In
case of problems, please call your organisation's IT Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or

recorded for legal purposes.

The original of this email was scanned for viruses by the Government Secure Intranet
virus scanning service supplied by Cable& Wireless in partnership with Messagelabs.
(CCTM Certificate Number 2007/11/0032.) On leaving the GSi this email was

certified virus free.
Communications via the GSi may be automatically logged, monitored and/or

recorded for legal purposes.

VirusChecked for th /D
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Katherine Vander

==

From: Phil Jones

Sent: 31 March 2008 13:24 {gfj)
To: Katherine Vander

Subject: FW: Documents as Discussed.

S —
|

Y Phil Jones; Lee Taylor

Subject: Re: Documents as Discussed.

Piease Bnd below boday’s posting on ORG'S mesting with Phone this meek., [ think i accurstaly refiscts the mesting and we are particulary mmﬂu_
-emﬂ:r Wi ddn’t go to FRoom for “the lapman's view”. Wi manbed the real deal, and T'm Selightied ko say bhat that's what =e got

Bt vt sl g hLsgroup. o 200800 T erg - and -ige - et -vith - pho rmy

Best wishes,

SRS

Hil Phil

Thank ¥l 46 much for taking e e to discuss with us Be progress wa hawe made recently on the briaefings around Fhonm's echralogy
s promised hare & the Ketter oo Y - ¢ crsumer rasearc we rfered o,

Thards g much and please kel us know i there ane any other details St you reed,

Kind regards

This email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM Certificate
Number 2007/11/0032.) In case of problems, please call your organisation’s IT Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for legal
purposes.
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Katherine Vander

From: Phil Jones

Sent: 31 March 2008 13:24

To: Katherine Vander

Subject: FW: Documents as Discussed.

-—0Original Message---—
From

Sent: 28 March 2008 18:56

To: Phil Jones; Lee Taylor; (NN
| e
Subject: Documents as Discussed,

Hi Frd,

Thank you so much Tor taking the time o discuss wih us the progress we have mMmads recenSly on tha briefings afund Pharm's lechnology

Mﬁ'ﬂ““ﬂm“'ﬂmmmmmwwhmmm

Thanks 5o much and plaase bet us know il Fens ane any otheeer chetails that you nsssd
Ko regards

This email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by Cable& Wireless in partnershi p with MessageLabs. (CCTM Certificate
Number 2007/11/0032.) In case of problems, please call your organisation’s [T Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for legal
purposes.

20/06/2008
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2 Marsham Sirest. London SW1P 4DF
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|

4 February 2008

TARGETED ONLINE ADVERTISING

You and | have been in touch for some time about issues relating to the
provision of targeted online advertising services in the UK. You were
interested in the view of the Home Office on your clients’ proposal for the roll
out of an intermet based advertising service in the UK,

| am now able to let you have our considered view. Please feel free to make
the attached document “Targeted Online Advertising: interception of
communications or not? If it is, is it lawful interception?” available to your
clients, who may in tum share it with their clients and prospective clients.






















