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with the way that Phorm have engaged with technical
experts and concerned individuals following the
announcement of the service if you wanted.

Thanks
Lea

If you are not the intended recipient of this e-mail (and any
attachment), please inform the sender by return e-mail and
destroy all copies. Unauthorised access, use, disclosure,
slorage of copying is not permitted.

Communication by Internet e-mail is not secure as
messages can be intercepted and read by someone else.,
Therefore we strongly advise you not to e-mail any
information which if disclosed to unrelated third parties
would be likely to cause you distress If you have an enquiry
of this nature please provide a postal address to allow us
to communicate with you in a more secure way. If you
want us 1o respond by e-mail you must realise that there
can be no guarantee of privacy.

Any e-mail including its content may be monitored and
used by the Information Commissioner's Office for reasons
of security and for monitoring internal compliance with the
office policy on staff use. This includes the content of a-
mails. E-mail menitoring / blocking software may also be
used. Please be aware that you have a respansibility to
ensure that any e-mail you write or forward is within the
bounds of the law.

The Information Commissioner's office cannot guarantee
that this message or any attachment is virus free or has
not been intercepted and amended and you should perform
your own virus checks.

hitp:/fwww ico.gov.uk <hltp:/f'www ico.gov.uk/> or e-mail’
mail@ico.gsi.gov.uk

Information Commissioner's Office, Wycliffe House, Waler
Lane, Wilmslow, Cheshire, SK9 5AF

Tel: 01625 545 700 Fax: 01625 524 510
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-—--Original Message—

From:

Sent: 01 April 2008 1551

To: Lee Taylor

Ce:

Subject: Re: Chairman's Statement

Thanks lee — we'll probably be OK to
monming.
Thanks again

On 1/4/08 1534, "Lee Taylor
<Lee.Taylor@ico.gsi.gov.uk= wrote:

| cannot get hold of him until
tomorrew moring. If it can't wait
can you please take out the
reference to the ICO

Thanks
Lee

Page 4 of 10

If you are not the
intended recipient of
this e-mail (and
any attachment),
please inform the
sender by return e-
mail and destroy all
Copies,
Unauthorised
access, use,
disclosure, storage
or copying is not
permitted.

Communication by
Internet e-mail is not
secure as
messages can be
intercepted and read
by someone else.
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Therefore we
strongly advise you
not to e-mail any
information which if
disclosed to
unrelated third
parties would be
likely to cause you
distress If you have
an enquiry of this
nature please
provide a postal
address to allow us
to communicate
with you in a more
secure way. If you
want us to respond
by e-mail you must
realise that there
can be no guarantee

of privacy.

Any e-mail
including its content
may be monitored
and used by the
Information
Commissioner's
Office for reasons of
security and for
manitoring internal
compliance with the
office policy on staff
use, This includes
the content of e-
mails, E-mail
monitoring /
blocking software
may also be used.
Flease be aware
that you have a
responsibility to
ensure that any e-
mail you write or
forward is within the
bounds of the law.

The Information
Commissioner's
office cannot
guarantee that this
message or any
attachment is virus
free or has not been
intercepted and
amended and you
should perform your
own virus checks.
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hitp:/fwww ico.gov.uk

<http:ifwww ico.gov_uk/>
or e-mail:

mail@ico.gsi.gov.uk

Information
Commissioner's

Office, Wycliffe

House, Water Lane,

Wilmnslow,

Cheshire, SK9 5AF

Tel: 01625 545 700
Fax: 01625 524
510

—-—Criginal
Message-——
From?

Sent: 01 April 2008
14:11
To: Lee Taylor;

Subject: Re:

Chairman's
Statement

Thank you Lee. We

nead to put this to

bed today so if you

could come back
later that would be
helpful.

Thanks

On 1/4/08 14:03,
“Lee Taylor"
<Lee. Taylor@ico g8l goviuk=

wrote:

I wall
have to
check
with
Fhil.
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Regards
Lee

If you are not the intended recipient of this e-mail (and any attachment), please inform the
sender by return e-maill and desfroy all copies. Unauthorised access, use, disclosure, storage
of copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepted and read by
someane else. Therefore we strongly advise you not to e-mail any information which if

disclosed to unrelated third parties would be likely to cause you distress If you have an enquiry
of this nature please provide a postal address to allow us to  communicate with you in a more
sacure way. If you want us to respond by e-mail you must realise that there can be no
guarantee of privacy,

Any e-mail including its content may be monitored and used by the Information Commissioner's

Office for reasons of security and for monitering internal compliance with the office policy on

staff use. This includes the content of e-mails. E-mail monitoring / blocking software may  also

be used. Please be aware that you have a responsibility to ensure that any e-mail you write or
forward is within the bounds of the law.

The Information Commissioner's office cannot guarantee that this message or any attachment
is virus free or has not been intercepted and amended and you should perform your own virus
checks.

hitp:/fwww.ico.gov.uk <http:iiwww.ico gov.uki>  or e-mail: mail@ico.gsi.gov.uk

Information  Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9
SAF

Tel: D1625 545 700 Fax: 01625 524 510

—-Original Message-—-

From S ————
Sent: 31 March 2008 18:51

To: Lee Taylor;
Subject: Chairman's  Statement

Hi Lee,
We wanted to add a line in our annual chairman's statement due out mid April. From an ICO
perspective — would you be  happy with the following?

20/06/2008
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Thanks

Pasitive initial feedback received from & number . :
information Commissioner's Office regulatory bodies including the

This email was received from the INTERNET and scanned by

S € _ i the Govermnment Secure Intranet
grétlr;}.nrus service supplied by Cable&Wireless in partnership with Messagelabs, (CCTM
H&Ipﬁgzlsi Number 2007/11/0032.) In case of problems, please call your organisation’s IT
annunk:ﬁtlma via the GSi may be automaticall ed it

i y logged, monitored and/for recorded for legal

The
original
of this
email
Was
scanned
for
Viruses
by the
Government
Secura
Intranet
virus
scanning
sarvice
supplied
by
Cable
in
partnership
with
Messagelabs.
(CCTM
Cerfificate
Mumbear
2007/11/0032.)
On
leaving
the
E5i this
email
was
certified
virus
free.
Communications
via the
GSi
may
be
automatically
logged,
monitored
andior
recorded
for
legal
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This email was
recened from the
INTERMET and
scanned by the
Govemnmment
Secure Intranet
anti-virus service
supplied by
Cable&Wireless in
parinership with
Messagelabs.
{CCTM Certificate
Mumber
2007/11/0032.) In
case of problems,
please call your
organisation's IT
Helpdesk.
Communications via
the GSi may be
automatically
logged, monitored
andfor recorded for
legal purposes.

The original of this email was
scanned for viruses by the
Government Secure Intranet
virus scanning service supplied
by Cable in partnership with
Messagelabs. (CCTM
Certificate Number
200711/0032.) On leaving the
GSi this email was certified virus
free.

Communications via the GSi
may be automatically logged,
monitored and/or recorded for
legal purposes.

This email was received from the INTERNET
and scanned by the Government Secure
Intranet anti-virus service supplied by
Cable&Wireless in partnership with
Messagelabs, (CCTM Certificate Number
2007/11/0032) In case of problems, please
call your organisation’s T Helpdesk.
Communications via the GSi may be
automatically logged, monitored and/or
recorded for legal purposes.

The original of this email was scanned for viruses by the
Government Secure Intranet virus scanning service

Page 9 of 10
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supplied by Cable in partnership with Messagelabs
(CCTM Centificate Number 2007/1 1/0032.) On leaving the
G5i this email was certified virus free.

Communications via the GSi may be automatically logged,
monitored and/or recorded for legal purposes.

This email was received from the INTERNET and scanned by the
Government Secure Intranet anti-virus service supplied by
CableBWireless in partnership with Messagelabs. (CCTM Certificate
Number 2007/11/0032.) In case of problems, please call your
organisation’s IT Helpdesk.

Communications via the GSj may be automatically logged, monitored
andfor recorded for legal purposes,

The original of this email was scanned for viruses by the Government Secure Intranet
virus scanning service supplied by Cable in partnership with MessageLlabs. (CCTM
Certificate Number 2007/1 1/0032.) On leaving the GSi this email was certified virus
free,

Communications via the GSi may be automatically logged, monitored and/or recorded

for legal purposes.

This email was received from the INTERNET and scanned by the Government Secure Intranet
anti-virus service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM

L

Certificate Number 2007/11/0032.) In case of problems, please call your organisation’s [T
Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for

legal purposes.

21/06/2008
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Katherine Vander

From: FKatherine Vander
Sent: 03 April 2008 15:01
To: Lee Taylor

Subject: FW: Webwise/ Phorm

rrrrr

- il 2008 14:46
To: Katherine Vander
Subject: RE: Webwise! Phorm
Hatherine

We have made a couple of public statements recently about frials (and there is in fact g&a included on the
Want lo know more about BT Webwise? site), but not produced any specific briefing.

Moare than happy to provide further info, but think it may be helpful to have a quick chat first- perhaps with Phil
as well 7

Please let me know- happy to discuss whenaver suits, today or tomorrow.

Thanks

From: Katherine Vander [mailto:
Sent: 03 April 2008 13:36

To

Subject: RE: wise! Phorm

Thank you for this. I'm happy to help if | can so please feel free to contact me if you need information.

We'll certainly have a look at the details throwgh the links — thanks for updating us.

In terms of the media coverage of the trials condueted in the past {rather than the upcoming trial) | would
appreciate it if you could confirm whether the general explanation of BT's position on the BBC technology
article {hittp:ifnews. bbc.co.uk/1 fhiftechnology/7325451. stm) is broadly accurate. In particular the fact that BT
did conduct two trials of a prototype of Phorm in 2008 and 2007, and did not specifically inform customers
who were part of these trials that they were taking place?

The BBC article refers to 'eighteen thousand customers’ in the 2006 frial and the 2007 test of a "similar scale.’,
It would be helpful if you could confinm any details of the previous trials that you have (in particular the
numbers involved and any information provided 1o them). If you have provided this information to the ICO
previously would be grateful if you could et me know when so that | can look it up.

I'will keep you updated with our line on this when we've had a chance o consider this Information.

Many thanks

19/06/2008
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Katherine Vander
Casework and Advice Manager
01625 545843

If you are not the intended recipient of this e-mail (and any attachment), please inform the
sender by return e-mail¥nd destroy all copies. Unauthorised access, use, disclosure,
storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepted and read
by someone else. Therefore we strongly advise you not to e-mail any information which if
disclosed to unrelated third parties would be likely to cause you distress If you have an
enquiry of this nature please provide a postal address to allow us to communicate with you
In @ more secure way. If you want us to respond by e-mail you must realise that there can
be no guarantee of privacy.

Any e-mail including its content may be monitored and used by the Information
Commissioner's Office for reasons of security and for monitoring internal compliance with
the office policy on staff use. This includes the content of e-mails. E-mail monitoring /
blocking software may also be used. Please be aware that you have a responsibility to
ensure that any e-mail you write or forward is within the bounds of the law.

The Information Commissioner's office cannot guarantee that this message or any
attachment is virus free or has not been intercepted and amended and you should perform
your own virus checks.

“http:/iwww.ico.gov, uk or e-mail: mail@ico.gsi.gov.uk

Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9
5AF

Tel: 01625 545 700 Fax: 01625 524 510

T mr = - . e -
From -G ————
Sent: 03 April 2008 13:18

To: Katherine Vander
Subject: Webwise/ Phorm

19/06/2008
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Katherine

Many thanks for digging around last night at rather short notice- appreciated. You may have seen
some of the BBC coverage/ interviews this mafning. | have not seen them all, but one of the common
themes to emerge was that the "ICO are investigating/ considering the trials™. Are you happy to us to
rebut that comment as necessary?

On a separate but related theme, | mentioned to Phil this week that we would be revamping our
Qs&As on Webwise and giving the proposition more prominence. Although there are always likely to
be changes/additions, that process is now largely complete,

There is a link on the front page of www.bl.com lo Want to know more about BT Webwise? . This
gives some basic information, and provides a link (for more detailed info) to www bt com/webwise
There is a whole raft of qs&as in the "Help" section an that site.

If it would help in the context of the "what's it all abaut %/ how does it work?" queries, we're more than
happy for you to post links/ or refer people to these sites. Will keep you posted in the event that there
are any URL changes efc.

Kind Regards

Ilv

This email was received from the INTERNET and scanned by the Government Secure
Intranet anti-virus service supplied by Cabled Wireless in partnership with MessageLabs.
(CCTM Certificate Number 2007/1 1/0032.) In case of problems, please call your
organisation’s IT Helpdesk.

Communications via the GSi may be automatically logged, monitored and/or recorded for
legal purposes,

The original of this email was scanned for viruses by the Government Secure Intranet virus scanning
service supplied by CabledWireless in partnershi p with MessageLabs. (CCTM Certificate Number
2007/11/0032.) On leaving the GSi this email was certified virus free.

Communications via the GSi may be automatically logged, monitored and/or recorded for legal

purpases.

This email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM Certificate
Number 2007/11/0032.) In case of problems, please call your organisation’s I'T Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for legal

purpses.

19/06/2008
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T,

Katherine Vander

From: Katherine Vander
Sent: 04 April 2008 14:08

C EETIE

Subject: RE: Webwise/ Phorm

Apologies for the delay in getting back to you. | spoke to Phil last night as he was out of the office most of the
day {and is unavailable most of today and next week). As an update we have now received at least one
formal complaint about the BT trials 50 we will nead to look inta that through cur complaint handling process.

| would be happy to have a chat any time that is convenient for you, if there is anything you would prefer to
discuss on the phone, however Phil is not likely to be available for some tlime.

In addition to the clarification on timescales and numbers of customers in the trial (and how those involved
were selected), we need to understand what each of the trials involved. | note BT have publicly explained that
na personally identifiable information was processed, stored or disclosed during the 2006 test. However |
would be grateful if you could confirm whether any information collected in either trial was used in any way to
target advertising material to individuals.

In light of the complaint{s) that we have now received we are likely to need to request this information mare
formally in a letter, however if there is any information you can provide at this point that will enable us to be in
a better position to formulate a response to media and other enquiries that would be helpful,

Kind regards

Eatherine

Katherine Vander
Casework and Advice Manager

=it inal M -
From "
Sent: 03 14:46 ;

To: Katherine Vander
Subject: RE: Webwise/ Phorm

Katherine

We have made a couple of public statements recently about trials (and there is in fact g&a included
on the Want to know more about BT Webwise? site), but not produced any specific briefing.

Mare than happy to provide further info, but think it may be helpful to have a quick chat first- perhaps
with Phil as well 7

Flease let me know- happy to discuss whenever suits, today or tomomrow.

Thanks

From: Katherine Vander [mailto: KEER&rRe.y

Sent: 03 ﬁ 2008 13:36

19/06/2008
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Katherine Vander (L

From: Katherne Vander
Sent: 07 April 2008 11:49

To:
et Tk P o }

Ce:
Subject: RE: Webwise/ Phorm

H

Thanks for this

| certainly can address the letter(s) as you have requested and will probably be writing to you in the next 2
weeks. | will email you to let you know when it's on the Way.

Happy to expect the information about the trials BOMmOITow.

Thanks

Katharine

—--Uriginal Message-----

From 4
Sent: 07 April 2008 11:44

To: Katherine Vander

Subject: RE: Webwise/ Phorm
Katherine

Apologies for delay in getting back to you, Understand that complaints will have to be processed
through normal channels, and will expect formal letters. Just to ensure we can respond speedily, can
they please be addressed to me at address below 7 Can | assume thay'll be with us shortly 7

Am more or less timed out on meatings for rest of today- will it be ok to get some general points on
background to trials to you tomomow am 7

Thanks

From: Katherine Vander [mailto:Katherine.Van
Sent: il 2008 14:08 W
T

Subject: RE: Webwise/ Phorm

Apolagies for the delay in getting back to you. | spoke to Phil last night as he was out of the office
most of the day (and is unavailable most of today and next week). As an update we have now
received at least one formal complaint about the BT trials so we will need to look into that through our
complaint handling process.

19/06/2008
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' woukd be happy to have a chat any time that is convenient for you, if there is anything you would
prefer to discuss on the phone, however Phil is not likely to be available for some time

In addition to the clarification on timescales and numbers of customers in the frial (and how those
invalved were salected), we need to understand what each of the trials involved. | note BT have
publicly explained that no personally identifiable nformation was processed, stored or disclosed
during the 2006 test. However | would be grateful if you could confirm whether any information
collecled in either trial was used in any way to target advertising material to individuals.

In light of the complaini(s) that we have now received we are likely to need to request this information
more farmally in a letter, however if there is any information you can provide at this point that will
enable us to be in a better position to formulate a response to media and other enguiries that would
be helpful.

Kind regards
Katherine

Katherine Vander
Casework and Advice Manager

If you are not the intended recipient of this e-mail {(and any attachment), please
inform the sender by return e-mail and destroy all copies. Unauthorised access, use,
disclosure, storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepted and
read by someone else. Therefore we strongly advise you not to e-mail any
information which if disclosed to unrelated third parties would be likely to cause you
distress If you have an enquiry of this nature please provide a postal address to
allow us to communicate with you in a more secure way. If you want us to respond
by e-mail you must realise that there can be no guarantee of privacy.

Any e-mail including its content may be monitored and used by the Information
Commissioner's Office for reasons of security and for monitoring internal compliance
with the office policy on staff use. This includes the content of e-mails. E-mail
monitoring / blocking software may also be used. Please be aware that you have a
responsibility to ensure that any e-mail you write or forward is within the bounds of
the law.

The Information Commissioner's office cannot guarantee that this message or any
attachment is virus free or has not been intercepted and amended and you should
perform your own virus checks.

hitp://iwww.ico.gov.uk or e-mail: mail@ico.gsi.gov.uk

19/06/2008
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Katherine Vander

From: Katherine Vander

Sent: 08 April 2008 15:44

To: Lee Taylor

Cc: Fhil Jones; David J. Evans
Subject: FW: Webwise/ Pharm

To: Katherine Vander
Ce:

Subject: RE: Webwise/ Phorm

Kathering
Apologies for coming back to you so late on trials. There is not @ huge amount to say:

= We conducted two small scale technical tests of a prototype advertising platform in June 2007 and in
September-October 2006

= These tests were specifically conducted to evaluate the functional and technical performance of the
platform.

« As with all Service Providers, it is important for us to ensure that, before any potential new technologies
are employed, they are robust and fit for purpose,

= In each instance, a small number of customers an ane internet exchange (they were two different
internet exchanges) were randomly selected for the test and were completely anonymous.

= No personally identifiable information was processed, stored or disclosed during either trial

« We took legal advice at the time

| need to check whether there was any targeted advertising presented during the trials, but | am fairly certain
that there was- will get back to you.

Regards

: EL *...1'#'3: 11:49

From: Katherine Vander [mnn:mmﬂm

Subject: RE: Webwise/ Phorm

Thanks for this.

| certainly can address the letter(s) as you have requested and will probably be writing to you in the next 2
weeks. | will email you to let you know when it's on the way

Happy to expect the information about the trials tomormow.

Thanks

19/06/2008
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&z

Katherine Vander

——— - - —

From: QN

Sent: 10 April 2008 16:45
To: Katherine Vander
Cec: Lee Taylor; Phil Jones

Subject: RE: Webwise/ Phorm CONFIDENTIAL
Sensitivity: Confidential

K.atherina Phil

= No ads served at all in 2007 trial

 For 2006 trial, we bought ad slots from an ad network and served static default ads that dropped our
cookie on the browser- similar practice to other ad senving platforms,

& With the cookies in place, we allowed anonymous user profiles to build up

» Finally we served ads (again via an ad network) and swapped the default ad for 2 targeted one where
possible

* Numbers difficult to estimate, but probably a maximum of 15K "cookied” users per day, with average of one ad
senved per day.

Please let me know if you need anything else. or would like to discuss, prior to sending the complaints via the usual
IOCEsSs.

On a separale but related point, was a little surprised that in your latest statement you seem to have come down fairly
firrnly in favour of opt-in, but obviously | understand the issues. I'd wiery much welcome a quick chat on this poind. 1s thare
any chance we could aange something for tomomow 7

Kind Regards

From: Katherine Vander [mailto: KaffiSinEVaRdsn@icogsigovuk)
Sent: 10 April 2008 10:13

T
L aylor;
Subject: RE: Webwise/ Phorm

Thank you for this. We are particularly interested in knowing about any targeted adverising presented during
the frials and the number of customers invaolved.

I look forward to getting the further update from you on this
Kind regards

Katherine

20/06/2008
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Katherine Vander

From: Katherine Vander
Sent: 10 April 2008 11:09

To: D

Subject: RE: Contact from Phorm

Thank you for this
We will have a look and get back 1o you.
Kind regards

Kathering

Subject: Re: Contact from Phorm
Dear Katherine,

Here is the statement we would like to make on PECR and Opt in / Opt out. We are under some

pressure to clarify our position on these issues and hope that ICO will be able to support our
statement,

With many thanks for your help and best wishes,

Iiiii o=

On 10/4/08 10:40, "Katherine Vander” ﬁM} wrote:

Thank you for your call. f you would like to send the statement through to me | will be happy to see if
it is something we can clarify swiftly for you,

Kind regards

Katherine

Katherine Vander
Casework and Advice Manager

If you are not the intended recipient of this e-mail (and any attachment), please inform the sender by retum e-
mail and destroy all copies. Unauthorised access, use, disclosure, storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepled and read by somecne else,
Therefore we strongly advise you not to e-mail any information which if disclosed to unrelated third parties would

20/06/2008



















