Ke: Contact from Phorm

Office for reasons of security and for monitoring internal compliance with the office policy on staff
use. This includes the content of e-mails. E-mail monitoring / blocking software may also be used.
Please be aware that you have a responsibility to ensure that any e-mail you write or forward is
within the bounds of the law.

The Information Commissioner's office cannot guarantee that this message of any attachment is
virus free or has not been intercepted and amended and you should perform your own virus
checks,

hitp:lwww ico.gov.uk <hitp:/fwww.ico gov.uki> or e-mail: mali@ico.gsi.gov.uk

information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SKS SAF

Tel: 01625 545 700 Fax: 01625 524 510

Sent: !
To: Katherine Vander

Su Fe: Contact from Phorm

Dear Kathering,

Here is the statement we would like to make on PECR and Cpt in / Opt out. We are under
some pressure to clarify our position on these issues and hope that 1CO will be able to
support our statement.

With many thanks for your help and best wishes,

ﬁ 10/4/08 10:40, "Katherine Vander" < #

Thank you for your call. If you would like to send the statement through to me | will be happy to see
ifitis something we can clarify swiftly for you.

Kind regards
Katherine

Katherine Vander
Casework and Advice Manager

i you are not the intended recipient of this e-mail (and any attachment), please inform the sender by retum
e-maail and destroy all copies. Unauthorised access, use, disclosure, storage or copying is nol permitied,

20/06/2008
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Katherine Vander

From: Katherine Vander

Sent: 11 April 2008 16:50

To: T RN
Ce: Lee Taylor

Subject: RE: Webwise/ Phorm CONFIDENTIAL
Sensitivity: Confidential

Thanks for this

I will be in contact next week about the statement and will be writing to you properly aboul the complainis next
weehk

Kind regards

K.atherirme

-—--Original Message---—
meh
Sent: 10 April 16:45

oz Katherine Vander
Cc: kee Taylor; Phil Jones
Subject; RE: Webwise/ Phorm CONFIDENTIAL
Sensitivity: Confidential

A".ﬁ" i reEiretts

Katherine! Phil _,M
*  No ads served at™all in 2007 trial
*  For 2006 trial, we boltght ad slots frerf an ad network and served static default ads that
dropped our cookie on théshrowset” similar practice to other ad serving platforms.
With the cookies in place, we alligd anonymous user profiles to build up

Finally we served ads (agsin via 3n.ad network) and swapped the default ad for 3 targeted
one where possible

*  Numbers difficult to pelimate, but probably a mamgum of 15K “cookied” users per day, with average of
ong ad served papday,

Please let me know jFou need anything else. or would like to discuss paor to sending the complaints via the
usual process.

On a separgfe but related point, was a fittle surprised that in your lalest staterment you.geem o have come down
fairly firrphf in favour of opt-in, but obviously | understand the issues. I'd very much welcime a quick chat on this
point. & there any chance we could arrange somathing for lomormaw ?

bind Regards

From: Katherine Vander [mailto:Katherine

m' Il ﬁ 2008 10:13
Cc: Lee Taylor; Phil Jones

Subject: RE: Webwise/ Phorm

Greg

20/06/2008
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Katherine Vander

From: (D
Sent: 11 April 2008 16:58

To: Katherine Vander
Subject: RE: Webwise/ Phorm CON FIDEMTIAL

Sensitivity: Confidential

Katherina

Also understand that Phil has lengthy conversation with Phorm loday on opt-in question, so no need for me to
follow up at this point.

Thanks

From: Katherine Vander [mailtoKSiher

Sent: 11 il 2008 16:50
TO&

Cc: Lee Taylor
Subject: RE: Webwise/ Phorm CONFIDENTTAL
Sensitivity: #

£

Thanks for this.

| will be in contact next week about the statement and will be writing to you properly about the complaints next
week

Kind regards

Katherine

If you are not the intended recipient of this e-mail (and any attachment), please inform the
sender by return e-mail and destroy all copies. Unauthorised access, use, disclosure,
storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepted and read
by someone else. Therefore we strongly advise you not to e-mail any information which if
disclosed to unrelated third parties would be likely to cause you distress If you have an
enquiry of this nature please provide a postal address to allow us to comm unicate with you
in @ more secure way. If you want us to respond by e-mail you must realise that there can
be no guarantee of privacy.

Any e-mail including its content may be monitored and used by the Information
Commissioner's Office for reasons of security and for monitoring internal compliance with

20/06/2008
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G2

Katherine Vander

B e e e R

Sent: 14 April 2008 18:34

To: Fhil Jones, Katherine Vander, Lee Tay o/

Subject: EU Feedback

Draar Phil,

Thank you for such a full and productive discussion on Friday and for your continued interest in Phorm
and our technology.

We talked of the very positive outreach programme we have been conducting with key MEPs and
members of the EU Commission in Brussels. As promised | am attaching a brief document that shows
who we have met and a summary of their feedback,

We also agreed to draft a statement to cover some of the issues we are discussing, We have written
something and are just consulting with BT on this to ensure we are coordinated on this front. We expect
to be able to share this with you tomorrow for your approval.

Thanks you again for all your help and look forward to speaking again shortly,

Kind regards

= This message and any attachment are Privileged and Confidential. Do not

= forward
= For Full Disclosure, please click an the following link,

This email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM Certificate

Number 2007/11/0032.) In case of problems, please call your organisation’s IT Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for legal

purposes.

20006/2008




EU Feedback on Phorm's Technologies

Phorm has initiated discussions on enhancing internet privacy with a range of EU
audiences, in view of the recent debates on the revision of the 2002 E-Privacy
Directive, Google’s acquisition of DoubleClick and the work on search engines
undertaken in the Article 29 Working Party.

European Commission

The Head of the Data Protection Unit /SIS considered that OIX and WebWise
were clearly Privacy Enhancing Technologies, which were very much in line with
what the Commission is seeking to achieve in terms of internet privacy. He invited
Phorm to cooperate with the Commission to enhance privacy standards, and
suggested that Phorm should present its technology to the Article 29 Working Party.

RIS 000 privacy aspects in DG Information

Society and Media, commented that Phorm's technology appeared to be far better

than storing everything with an IP address for 18 months like Google (GG
was also very

interested in the technology and invited Phorm to remain in contact with him.

R AR T

was interested in how the
technology could be used to detect fraudulent websites, which tend to have a short
life span, and saw that this could help to tackle "phishing'.

European Parliament

Phorm has met the Rapporteur on the revisions to the E-Privacy Directive in the
Intemal Market and Consumer Protection Committee,
(Conservative, UK), and Liberal, Germany), Draftsman on
privacy aspects in the Civil Liberties, Justice and Home Affairs Committee, on
several occasions. QD =" GEED = e been particularly interested to
learn how Phorm’s technologies offer solutions to MEP concerns regarding the
storage of personal data. They invited *u participate in an informal
lunch discussion earlier this week to explain that the storage of browsing history is
not necessary for targeted advertising, nor the use of IP addresses.

In addition, Phorm has met with QD (Conscrvative, UK) who was
concerned about the storage of personal data, and the adviser to

MEP (Liberal, Netherlands) who has been playing a leading role in the EU internet
privacy debate and calling on the EU to develop global standards with the industry.

Overall, we consider that EU audiences have demonstrated significant interest in
Phorm's technologies as a method of achieving their policy goals with a
commercially viable proposition.
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e o

Katherine Vander Iy

Sent: 15 April 2008 16:40

To: Phil Jones; Lee Taylor; Katherine I ¥ 2 i ¥ o bk ki G

Subject: Phorm Statement
Drear Phil,

Further to my note yesterday I'm attaching the statement we talked about in relation to our discussions —
with particular reference to "Opt in" and “Opt out”.

| believe we've reflected the position accurately but please would you have a look and provide any
comments as we want to be highly coordinated with you in this area.

As background we see this statement as something we'd use if asked about the progress of our
discussions with the ICO.

Thanks so much for y::rur' help here and your ongoing interest in Pharm.

Kind regards.

|||Eis email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by,Cable& Wireless in partnership with MessageLabs, (CCTM Certificate
Number 2007/11/0032.) In case of problems, please call your organisation’s IT Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for legal
purposes.

200/06/2008



Phorm Opt Out Statement
D3

150408

We continue our productive dialogue with the Information Commissioner's Office and note
their acknowledgement of the openness and transparency with which Phorm has engaged
with all stakeholdars.

One area of discussion is the recommendation of required notice under Section 7 of PECR -
the legislation that deals with processing of traffic data. We draw attention in particular to the
ICO's guidance that users must be able to exercise “valid informed consent” to the
processing of that data.

Since Phorm technology does not use IP addresses to target advertising there is a strong
argument that Section 7 of PECR doesn't apply. Nevertheless, we believe that it is
incumbent on us and all participants in the internet to improve privacy standards — in
particular, we believe that renewed attention should be paid to quality of notice rather than
simply “opt in" versus "opt out.”

It is worth noting that, across the online industry today "opting in’ can mean something as
lacking in transparency as a clause buried deep in a contract that you click ‘I agree’ lo. Often,
despite having clicked on something, people remain unaware of what they have agreed to.
Similarly, few consumers know that on major search engines, all of their search details and
IF addresses are stored - despite theoretically being able to "opt out™. Phorm believes that
the most important thing is for people to be aware that a particular service is switched on. It
is time 10 upgrade the ‘opt in’ versus ‘opt out’ debate to one which is relevant to the
proposition at hand.

While the exact method of consent is a matter for the individual ISPs we have the potential
opportunity to present two new concepts — “clear and transparent notice” and “recurring
notice”. As an example, during the upcoming pilot, BT will be able to explore the
effectiveness of presenting users with a full-page notice (an “interstitial page”) that they
cannot miss. This will present them with the choice of using the service or not. Thereafter, as
part of the pilot, BT will further evaluate showing recurring reminders of users' status (and
their ability to change it} in banner ads as they browse.

These new standards will substantially exceed any legal requirement, and we feel confident

that the ICO and other stakeholders will regard them as a step forward in transparency and
choice.

End




Katherine 'lu"arﬂer

= — = = === —= —
From: “
Sent: 22 April 2008 14:32
To: Lee Taylor; Phil Jones; Katherine Vander
Ce:
Subject: “Final Informed Consent update

100 220408 d4.doc
(31 KE)

Adl,

Further to our call this moming, here is the statement that we will put out. There are two minor changes: A tite change
and the fact that we've made more explicit the examples of unavoidable and recurring consent by painting out which is
which {penultimate para). There are no substantive changes.

We will be putting this out shortly to key journalists who have shown an interest and to other stakeholders eg Don
Foster MP. It would be helpful if the ICO press office could echo our points regarding ongoing dialogue with the ICO
and the openness with which we have engaged stakeholders. Clearly we believe that valid informed consent is very
important -- and a more helpful way of discussing consumer empowerment that a more binary opt in vs opt out.

Might the ICO be able to endorse this point?

Many thanks for all,

—

hl.-d > BRI - - g Y e g = = ¥ : . .
| With attachment and pasted below g

; Phorm Informed Consent Update
| D4
| 220408

| We continue our productive dialogue with the Information Commissioner's Office and note their acknowledgement of
| the openness and transparency with which Phorm has engaged with all stakeholders.

One area of discussion is the recommendation of required netice under Section 7 of PECR the legislation that deals
j with processing of raffic data. We draw attention in particular to the ICO's guidance that users must be able to
| exercise *valid informed consent® to the processing of that data.
| Since Phorm technology does not use IP addresses to target advertising there is a strong argument that Section 7 of
- PECR doesn't apply to our service. Nevertheless, we believe that it is incumbent on us and all participants in the
| intemnet to improve privacy standards in particular, we believe that renewed attention should be paid to quality of
' notice rather than simply *opt in® versus %opt out.*

It is worth noting that, across the online industry today (Eopting in* can mean something as lacking in transparency as
a clause buried deep in a contract that you click (El agree' to. Often, despite having clicked on something, people
remain unaware of what they have agreed to. Similarly, few consumers know that on major search engines, all of their
search defails and IF addresses are stored - despite theoretically being able to "opt out®. Phorm believes that the most
important thing is for people to be aware that a particular service is switched on. It is time to upgrade the CEopt in’
versus (Eopt out” debate to one which is relevant to the proposition at hand.

While the exact method of consent is a matter for the individual I5Ps, we have the potential opportunity to present two

new concepts “clear and transparent notice® and *recurring notice®. As an example of clear and transparent notice,

during the upcoming pilot, BT will be able to explore the effectiveness of presenting users with a full-page notice (an

“interstitial page”) that they cannot miss. This will present them with the choice of using the service or not. Thereafter,

- as part of the pilot, BT will further evaluate showing recurring reminders (*recurring notice®) of users® status (and their
ability to change it) in banner ads as they browse.




Phorm Informed Consent Update
D4
220408

We continue our productive dialogue with the Information Commissioner's Office
and note their acknowledgement of the openness and transparency with which
Fhorm has engaged with all stakeholders.

One area of discussion is the recommendation of required notice under Section 7
of PECR — the legislation that deals with processing of traffic data. We draw
attention in particular to the ICO's guidance that users must be able to exercise
“valid informed consent” to the processing of that data.

Since Phorm technology does not use IP addresses to target advertising there is
a strong argument that Section 7 of PECR doesn't apply to our service.
Nevertheless, we believe that it is incumbent on us and all participants in the
internet to improve privacy standards — in particular, we believe that renewed
attention should be paid to quality of notice rather than simply “opt in” versus “opt
out.”

It is worth noting that, across the online industry today ‘opting in' can mean
something as lacking in transparency as a clause buried deep in a contract that
you click 'l agree’ to. Often, despite having clicked on something, people remain
unaware of what they have agreed to. Similarly, few consumers know that on
major search engines, all of their search details and IP addresses are stored -
despite theoretically being able to “opt out”. Phorm believes that the most
important thing is for people to be aware that a particular service is switched on.
Itis time to upgrade the ‘opt in' versus ‘opt out’ debate to one which is relevant to
the proposition at hand.

While the exact method of consent is a matter for the individual I5Ps, we have
the potential opportunity to present two new concepts — “clear and transparent
notice” and “recurring notice”. As an example of clear and transparent notice,
during the upcoming pilot, BT will be able to explore the effectiveness of
presenting users with a full-page notice (an “interstitial page™) that they cannot
miss. This will present them with the choice of using the service or not.
Thereafter, as part of the pilot, BT will further evaluate showing recurring
reminders (“recurring notice") of users' status (and their ability to change it) in
banner ads as they browse.

These new standards will substantially exceed any legal requirement, and we
feel confident that the ICO and other stakeholders will regard them as a step
forward in transparency and choice.

End




About Phorm:

Phorm is an innovative technology company specialising in delivering
behaviourally and contextually targeted advertising while preserving users’
personal privacy and security, Phorm's partners include leading Internet Service
Froviders (ISPs), Publishers, Ad Networks and Advertisers,

Phorm is a Delaware, US incorporated company, with offices in New York and
London. The Company was admitted to the AIM market of the London Stock
Exchange in 2004 and has over 100 employees.

For more information, please visit: www.phorm.com.
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&1,
of
Katherine Vander N
From:
Sent: 08 May 2008 18:11
To: Katherine Vander
Ce: Phil Jones
Subject:  CONFIDENTIAL: WEBWISE! PHORM.
Sensitivity: Confidential
Kathsrine
iﬁhﬂm‘km_ﬂuﬂ the forthcaming trial has been put back again, Was due to launch 12 May, but has
wow been put back at least another week

Will obviously keep you posted, and gel a response to you on the complaint in the next day or so.

Kind Regards

Intranet: http:.*fbt_rgtail.intra.b;-cur_ryp[pductsvI:rt_rnc:bile-_sl_rategyﬂega_lreg{index.html

This email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by Cable& Wireless in partnership with MessageLabs. (CCTM Certificate
Number 2007/11/0032.) In case of problems, please call your organisation’s I'T Helpdesk.
Communications via the GSi may be automatically logged, monitored and/or recorded for legal
purposes.

20/06/2008




CONFIDENTIAL: WEBWISE/ PHORM

Page 1 of |
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(Y
Katherine Vander
From: Katherine Vander
Sent: 06 May 2008 18:18

SR
Subject: RE: CONFIDENTIAL: WEBWISE/ PHORM
Sensitivity: Confidential

Thanks for letting me know
Kind regards
Katherine
---=-(Jriginal Message--—
| SR
Sent: 06 May 2008 18:11
To: Katherine Yander
Cez Phil Jones

Subject: CONFIDENTIAL: WEBWISE/ PHORM
Sensitivity: Confidential

Katherine

et you know that the forthcoming trial has been put back again, Was due to launch 12 May,
' nmvbe»anwtﬂhﬁlﬂa’ﬂa"mﬂmwﬂ.’

Will obviously keep you posted, and get a response to you on the complaint in the next day or so

Kind Regards

1

This email was received from the INTERNET and scanned by the Government Secure
Intranet anti-virus service supplied by Cable& Wireless in partnership with MessageLabs.
(CCTM Certificate Number 2007/11/0032.) In case of problems, please call your
organisation’s IT Helpdesk.

Communications via the GSi may be automatically logged, monitored and/or recorded for
legal purposes.

19/06/2008
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Katherine Vander

From: Katherine Vander
Sent: 09 May 2008 12:33

| R

Subject: BT frials

I've just spaken to Phil who is keen to respond to his MP's letters about the tri -
. _ als as soon as _
any chance that BT's response will be with us today? possible. Is there

| appreciate you are no doubt very busy at the moment.
Kind regards
Kathering

Katherine Vander
Casework and Advice Manager

19/06/2008
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Katherine Vander

ST

Sent: 09 May 2008 1929
To: Katherine Vander
Ce: Phil Jones
Subject: RE: BT ftrials

Eatherineg

Apalogies for delay- will send hard copy Monday, Any quernes, please give me a call or drop me a line. Wil be
logging on over weekend.

Kind Regards

From: Katherine Vander [mailto:Ks
Sent: 09 May 2008 12:33

T

Subject: BT trials

I've just spoken to Phil who is keen to respond to his MP's letters about the trials as soon as possible. Is there
any chance that BT's response will be with us today?

| appreciate you are no doubt very busy al the moment,
Kind regards
Katherine

Katherine Vander
Casework and Advice Manager

If you are not the intended recipient of this e-mail {and any attachment), please inform the sender by return -
mail and destroy all copies. Unauthorised access, use, disclosure, storage or copying is not permitted.

Communication by Internet e-mail is not secure as messages can be intercepted and read by someone else.
Therefore we strongly advise you not o e-mail any information which if disclosed to unrelated third parties
would be likely to cause you distress If you have an enquiry of this nature please provide a postal address to
allow us to communicate with you in a more secure way. If you want us to respond by e-mail you must realise
that there can be no guarantee of privacy,

Any e-mail including its content may be monitored and used by the Information Commissioner's Office for
reasons of security and for monitoring internal compliance with the office policy on staff use. This includes the

20006/2008
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Katherine Vander

From: Katherine Vander
Sent: 10 May 2008 07:21

e

Ce: Phil Jones
Subject: RE: BT trials

Thanks very much for getting back to us with this.
Kind regards
Kathering

—=-0riginal Message
R S S N T
Sent: 09 May 2008 19:29

To: Katherine Vander

Cc: Phil Jones
Subject: RE: BT trials

Katherine

Apologies for delay- will send hard copy Monday. Any queries, please give me a call or drop me 3
line. Will be logging on over weekend

Kind Regards

To
Subject: BT trials

I've just spoken to Phil who is keen to respond to his MP's letters about the trials as soon as possible.
Is there any chance that BT's response will be with us today?

From: Katherine Vander [maimmnmm
Sent: 09 May 2008 12:33 e

| appreciate you are no doubt very busy at the moment.
Kind regards
Katherine

Katherine Vander
Casework and Advice Manager

19/06/2008
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Message

From: Lee Taylor
Sent: 27 May 2008 16:47

To
Subject: Phorm BT trial

The complaint made by a member of the public about the BT trials In 06/07 is still open and so | cannot give
your our view on it at this point.

Regards
Lee

file://L-\Private sector\Phorm\BT trial LT to Phorm May 08.htm 17/06/2008



CONFIDENTIAL- Webwise trial

Page 1 of 2

Katherine Vander W
L TSR

Sent: 02 June 2008 18-05

To: Phil Jones, Katherine Vander

Subject: CONFIDENTIAL- Webwise trial
Sensitivity: Confidential

Phil & Katherine

Just to let you know that there is some possibility {after several false alarms, | know) that the Webwise trial
will start next Monday, in which case it will be announced this Friday

Thanks & Regards

ko
| TEENEERE

Sent: 01 June 2008 14157
To:  ‘mal@ico.goy k'

Co:  PhilJones@ico gsigov. ul
Subject: COMFIDENTLAL-
Sensitivity: Confidential

Dear Sir or Madam

llulq'

This email was received from the INTERNET and scanned by the Government Secure Intranet anti-
virus service supplied by Cable& Wireless in partnership with MessagelLabs. (CCTM Certificate

20/06/2008
















